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Annex A Draft proposal to introduce a Regulation on

Cyber Security &6 EQHvVJIn]j
Draft Regulation on Cyber Security bV®eel—uZu-
United Nations

ECE/TRANS/WP.29/20 Ix/xx

7ZR\, Economic and Social Council  bis: Genera
\\i\ M DD MM YYYY
>

1. Scope

1.1. This Regulation applies to vehicles of the categories [L], M, N, [O, R, S and T].

ORWRU YHKLFOHV ZLWK OHVV W RDIQQ IFROOUG HKG! IHIAKWV >IRXW & RHH

OHKLFOHYVY KDYLQJ DW OHDVW IRXKHZKBHONDDR RXBBBVIRQJIHU
VWDQGDUG FDU ZLWK GRRUYV

3RZHU GULYHQ YHKLFOHV KDYL®XDBW WOH® VYRUI RXKKWH FAOHHQ YD JH
7TUDLOHUV LQFOXGLQJ VHPLtWUDLOHUYV
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. 3 &6 5SHIXODWLRQyU¢HA

6FRSH "2hW2C

'"HILQLWLRQV =¢ ]

$SSOLFDWLRQ IRU DSSURYDO bRAQ,y g

ODUNLQJV (0 "vO-pu-éyCG
$SSURYDO 0,vU\-RA= y&a=

&606 &GHUWLILFDWH RI FRPSOLDQFH &606RAYE

6SHFLILFDWLRQV
SHTXLUHPHQWYVY IRU WKH &60&606yCG
SHTXLUHPHQWY IRU YHKLFOH WA SHY
ORGLILFDWLRQ DQG H[WHQVLRQ RI WKH YHKLFOH W\SH
&RQIRUPLW\ RI SURGXFWLRQ AS(OSY£iI®R
BHQDOWLHV IRU QRQ FRQIRUPLW\ RI SURGXFWLRQ ,
1DPHVY DQG DGGUHVVHV RI 7THFKQLFDO 6HUYLFHVZ RA=
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SHTXLUHPHQWY IRU WKH &606 &606yCG

7KH YHKLFOH PN®REBOPRROVUMWDWH WKDW WKH SURFHWMHY XVHG ZL'
BHFXULW\ ODQDJHPHQW 6\VWHP HQ WKHI®\ \FHRRXLIGMK BRI GRILGAID

"c A z&606%r ="—qO0-0&1-Wi«adeAjslpa,bqO-"seAld—eysd-}"r—ze>e ¢}
D 7KH SURFHVVHV XVHG ZLWKLQ WKW WDRE I &Y RWPOJHRU FRE BIDQLHF X U LW\
3¢T—t«deAje i d-jEvc A ylivar~=~—-0é&:1.
E 7KH SURFHVVHV XVHG IRU WKH WE&HHWKILIAGB W\BEBW I ULVNV
“fy &--ye vi="—-0¢&:.
<
F 7KH SURFHVVHV XVHG IRU WKH DWRQHD § BHQWH IFW AWHHQ WUR. [ DWKIH ULVNY LGH@WLILHG
«—j é--y2Clpau“~t- vi="—-0er. O N
e
G 7KH SURFHVVHV LQ SODFH WR YQMUL L\HEKDWH VDISIS WR §¥ 8 VDWSHO\ PDQDJHG @ 2
e T —j  &--W(£v i *—qO-"seWAd-jEyOer. : o
0
H 7KH SURFHVVHV XVHG IRU WHVWIHXIL ROH W HFK WIKW\RR D RROHW LWV LRIQY SIORBHW QW DQG SUR
CEU“~"S0¥- «écq " by 1«deAjeA /£ d—jEv ="—-0é&:t. _
I
| 7KH SURFHVVHV XVHG IRU HQV X URHQWK DW NHISHV IFLMNJ B Q@ WH V Ie)
&--2Ce 9yv/o jEyOe:r. ?) &
1
J 7KH SURFHVVHV XVHG WR PRQLWRG MR FGEHMNUHBW VDMFENYHRMBRHKLFOH W\SH
" pv2d-3¢i- E:y »|W\|2" vi="—-0gt. O
K 7KH SURFHVVHV XVHG WR LGHQWHIV @K PQWVHYRGW QIQHEDELOLWLHY WR [YHKLFOH W\SH
" pv2bg ?d- Jjusei—T U“~n SeB d—jEv ="—-0&:. *
L 7KH SURFHVVHV XVHG WR DSSUR SUHD RGO QIHP\EWM WW KLHD Y DQG YXOQHUDELPLWLHYV
" bPv2bg ?d- yjusel-9~"U“~n Sfy2" c(EVTdjEv ="—-0&t.
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7KH YHKLFOH PDQXIDFWXUHUW KKAMHOSGRFRY VWY XWHGNKIDNKLQ WKI
6HFXULW\ ODQDJHPHQW 6\VWHP HQWXR®\ \FIRREDPMLIGMUING D GKHIMX D KDOO LQF
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Attack Trees
B. Schneier
Dr. Dobb's Journ, Decarber 1998,

Modeling security threats

By Bruce Schneier
Fow people truy understand cormputer security, as ilustrated by computer-securlty
‘company marketing literature that touts "hacker proof software,”"rple-DES security,"
‘and the like. In truth, unbreakable security is broken all the time, often in ways its

d g g gets broken, too. Attacks
thought to be beyond the bty of mortal men become commonplace. And as
newspapers report security bug after security bug, it becomes increasingly clear that the
term "security* doesn't have meaning uniess also you know things like *Secure from
whom?" or “Secure for how long?"

Clearly, what we need is a way to modal threats against computer systems. If we can
understand all the different ways in which a system can be attacked, we can likely
design countermeasures to thwart those attacks. And ifwe can understand who the
attackers are -~ not to mention their abilties, motivations, and goals ~ maybe we can
instal the proper countermeasures o deal with tha real threats

Enter Attack Trees

Attack trees provide a formal, methodical way of describing the security of systems,
based on Basi ttack: ystem in a tre
structure, with the goal as the root node and different ways of achieving that goal as leaf
nodes.

Figure 1: Attack Nodes.
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B.2 Attack motivations
B.2.1 Overview

Possible attack motivations can be broadly categorized as follows:
e harming an individual
— driver or passenger
— for the purposes of criminal or terrorist activity
o harming groups
— e.g. drivers, city/state economy
— for the purposes of criminal or terrorist activity
* gaining personal advantage

— e.g.identity or information theft, vehicle theft, fraudulent commercial transactions,
enhanced traffic privileges

— for the purposes criminal activity

e gaining organisational advantage
- e.g. avoiding liability for accidents, acquiring vehicle design information
— for the purposes of fraud, industrial/state espionage or sabotage

The attack motivations suggest particular types of attackers and attacker capabilities, as well
as associated attack goals.

E:é-yER
— zgu.Apyé_.__..a_
—~ E: yS=e®jds/EERd-

3.2 Use Case 1 — (Car 2 My Car) Safety reaction: Active brake

3.2.1 Description

3.2.1.1 General A§y+gS-Z"f—BA1—‘Hy#O

The car receives a message that indicates that the car is in immediate danger of collision with
an object. The only way to avoid the collision is an instant brake manoeuvre.

Remark: The source of the message is described in detail in Section 3.6.

The emergency message contains longitude, latitude and altitude of the dangerous object,
the time of message generation, the expiry time of the message, an indicator for the reliability
of the information, a code that is classifying the object, an Id that is identifying the sender of
the message and an event code that is classifying the emergency situation. All this informa-
tion is packe: message frame that adds checksum, information for protocol processing
and if nece: ity information.

B.3.8 Unauthorized Brake | JE We vOB—«eV\—

Unauthorized braking can be the result of several possible attacks. One of these is an attack
on the environment sensors, which can trigger a brake, as well as to manipulate the Chassis
Safety Controller (CSC). While a direct attack of the sensors is only possible by flashing the
firmware with malicious code (use cases “flashing” or “remote flashing”), the CSC can also
be manipulated by exploiting implementation flaws or corrupt data. The most likely attack
would involve faking a brake event in the direct environment of the car to produce this cor-
rupt data. Therefore someone could misuse the C2C brake info to fake brake information
from another car
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o Construction of possible attack trees that could achieve attack goals, based on the functionality identified in the use
cases (20) and (19). &6& &KDVVLV 6DIHW\ &RQWUROOHU

[5.1.0.1] Chassis Safety Coutroller
(cormupt code or dats)
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(e 100t access (0 embedded OS)
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Level 0: Attack Goal

Attack Attack Attack

/HYHO o o o
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Level 1: Attack Objectives LT L Jee
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PE0xe+Td-AC Attack Attack
IHYHO o> Method 1 Method 2
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Level 2: Attack Methods

“&” node Intermediate
step

Intermediate or “dummy” node:

{

Asset Asset Asset Asset Asset
« SWWDFN 7UHHYyI"AY2v3ee . \}A Attack 1 | | Attack2 | | Attack 3 | | Attack2 | | Attack 3

SIrISWWDFN 7UHH $QDO\VLVy>'1-C
-\yEBvZ y2 Se iij 0O - Figure 3 Generic attack tree structure
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